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大家好
Hello everybody
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歡迎大家使用學校相關資訊服務
We welcome you to use the school's information services.
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We are here, please take elevator to second floor.
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本校資訊服務有以下幾個重要
功能
The Information Services Office of our university provides the following major 
functions:
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• 有線網路

• 無線網路

• 資訊系統

• 電腦教室

• 授權軟體

• 雲端服務

• 網站服務

• 代管區

• 個資管理

• 著作權管理

• 社交工程

• 電子郵件

• 單一認證

• Wired Network

• Wireless Network

• Information Systems

• Computer Labs

• Licensed Software

• Cloud Services

• Website Services

• Hosting Zone (或 Managed Zone)

• Personal Data Management

• Copyright Management

• Social Engineering

• Email

• Single Sign-On (SSO)
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使用時，資訊安全意識非常重要
Always keep information security in mind when using these services.
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開始前，宣傳一下
Before we begin, let me briefly introduce some of the key services provided by our 
Information Services Office.

2026.07.08 7



為確保服務品質
To guarantee the quality of our services
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非常歡迎有任何問題皆可以至
Portal 顧客服務反映
We warmly welcome you to report any questions or issues via the Portal Customer 
Service.
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以利問題追蹤與改善
To facilitate issue tracking and improvement
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Need help? Here's how to report a problem.
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常見資安注意事項
Common Information Security Precautions
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本校於已逐步全校納入ISMS
Our university has been progressively adopting the Information Security 
Management System (ISMS) across all departments and units.
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資產盤點
請各位老師配合盤點

  設備、人員、軟體、服務
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We kindly ask all teachers to assist with the inventory 
of equipment, personnel, software, and services.
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You can find detailed information and service 
guides on our official website.

2026.07.08 17



有線網路節點請洽各單位(系辦)
技術人員設定所屬IP
Please contact your department's technical personnel to set up the assigned IP for 
wired network nodes.

2026.07.08 18



教學區無線網路
因手機型號多元、若有連線問題無法依線上說明排除，歡迎洽網媒組

Due to the variety of mobile phone models, if connection issues cannot be resolved 
following the online instructions, please feel free to contact Information center.
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校內重要服務，請使用VPN
因資安考量，電子郵件廣告與垃圾信設定調整需於校內才能設定

Please use VPN for accessing important campus services.
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因業務需要之架站若要對外連
線需要提出申請
需要通過弱點掃描、連線需要安全憑證、相關資料必須填寫

If a website is set up for some purposes and requires external access, an application 
must be submitted.
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歡迎使用Portal點名
可自主點名和查看學生定位，確保學生安全

Feel free to use the Portal for attendance.
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Where is the student
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YZU APP

⚫ Language switching: Setting → Language

Please make sure to install it for event check-in.

YZU APP
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https://www.yzu.edu.tw/admin/is/index.php/en-us/ancillary-services/yzuapp-2


避免網路陷阱
外來信件皆會加註 [external]

本校信件防火牆會以人工智慧篩可疑郵件

每年教育部會進行社交工程演練

請參加並滿足教育訓練規範
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All incoming external emails will be marked with [external].
The school's email firewall uses AI to filter suspicious messages.
The Ministry of Education conducts social engineering drills annually.
Please participate and comply with the training requirements.



異常流量監控
區網中心與本校防火牆發現疑似問題會預先封鎖並通知設備或帳號管理者

If the Network Center or the school's firewall detects a potential issue, it will 
preemptively block it and notify the device or account administrator."
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架站與大流量需求請通知
學術網路禁止營利、挖礦…等。

Commercial activities, cryptocurrency mining, and similar actions are prohibited on 
the academic network.
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提醒
A gentle reminder
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密碼安全強密碼管理 Strong Password Management

● 使用強密碼：至少 8字元，包含大小寫字母、數字與特殊符號。
Use complex passwords with more than 8 characters.

● 避免重複使用密碼，為每個帳戶設定唯一密碼。
Create unique passwords for each system or platform.

● 定期更換密碼，特別是出現疑似外洩時。
Regularly update your passwords, especially if a potential breach is 
suspected.

● 使用密碼管理工具幫助記錄與生成密碼。
Utilize password management tools to enhance efficiency.

Notification for Mandatory change of personal password 29

https://www.yzu.edu.tw/admin/is/index.php/tw/improveinformationsecurity/ispromote/113passwordpolicy


釣魚攻擊防範 Phishing Attack Prevention

● 提高對可疑郵件或訊息的警覺，避免點擊可陌生郵件或訊息中的連結
與附件。
Be vigilant about suspicious emails or messages.

● 不點擊不明的連結或下載附件，確認發件人地址是否可信，特別是涉
及個人資料或財務的請求。
Do not click on unknown links or download attachments.

● 使用防毒軟體和防火牆過濾惡意郵件或網站。
Use antivirus software and firewalls to filter malicious emails or websites.

● 透過學校官方途徑確認敏感請求的真實性。
Verify the authenticity of sensitive requests through official school 
channels.

社交工程演練宣導
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https://www.yzu.edu.tw/admin/is/index.php/tw/improveinformationsecurity/announcement/socialengineering


資料保護與備份 Data Protection & Data Backup

● 不在公共場合討論或存取敏感數據。
Avoid discussing or accessing sensitive data in public places.

● 資料加密儲存，防止未授權存取。
Encrypt stored data to prevent unauthorized access.

● 定期備份重要文件與數據，存放於多個位置。例如使用雲端服務結
合離線硬碟備份，雙重保護。
Regularly back up important files and test backup usability.

● 定期測試備份數據是否能正常還原。
Regularly test backup data to ensure it can be properly restored.

Think Before You Share
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https://youtu.be/MjPpG2e71Ec?si=qGFa9rbclsCzdCkw


公共網路風險 Risks of Public Networks

● 避免在公共 Wi-Fi 網路下傳輸敏感資訊。
Avoid performing sensitive operations on public Wi-Fi.

● 使用 VPN 保護數據傳輸過程的安全性。
Use VPNs to secure network connections.

● 避免連接未加密或無密碼保護的網路。
Disable automatic connections to unknown networks.

● 關閉設備的自動連線功能。
Disable the automatic connection feature on your device.

Campus Wireless Network SSL VPN
32

https://www.yzu.edu.tw/admin/is/index.php/en-us/campusnetwork/campuswirelessnetwork
https://www.yzu.edu.tw/admin/is/index.php/en-us/campusnetwork/ssl-vpn


個人隱私保護 Personal Privacy Protection

● 在社群媒體上控制個人資訊的曝光程度。
Control the exposure of personal information on social media.

● 設置多因素驗證保護帳戶安全。
Enable multi-factor authentication to secure accounts.

● 避免在不安全網站上輸入個人資料。
Avoid entering personal data on insecure websites.
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校園資訊安全政策 Campus Information Security Policies

● 瞭解並遵守校園資訊安全規範。
Understand and comply with campus information security regulations.

● 定期參與校內資訊安全培訓與演習。
Participate in regular on-campus information security training and drills.

● 主動通報可疑的安全事件或行為。
Proactively report suspicious security incidents or behavior.
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Why I choose not to deliberately 
beautify or generate this 
presentation
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Sustainable Media Design

● practice of creating media content and design solutions that minimize 
environmental impact, promote resource efficiency, and support long-
term ecological balance. It involves:

○ Using eco-friendly materials and processes in media production.
○ Reducing energy consumption in digital and physical media.
○ Designing for durability, reusability, and recyclability.
○ Considering social and cultural sustainability in communication strategies.
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YZU E-mail

YZU Library

Campus network 
Email servers 
Computer Classroom
YZU homepage

Administrative Information 
System
YZU Portal
YZU APP
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https://www.yzu.edu.tw/index.php/en-us/2016-01-03-17-48-35
https://www.yzu.edu.tw/library/index.php/en-us/


再次歡迎大家
Once again, a warm welcome to everyone.
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