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Hello everybody
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We are here, please take elevator to second floor.
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We welcome you to use the school's information services.
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The Information Services Office of our university provides the following major
functions:
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Wired Network

Wireless Network
Information Systems
Computer Labs

Licensed Software

Cloud Services

Website Services

Hosting Zone (E¢, Managed Zone)
Personal Data Management
Copyright Management
Social Engineering

Email

Single Sign-On (SSO)
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Always keep information security in mind when using these services
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Before we begin, let me briefly introduce some of the key services provided by our
Information Services Office.
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To guarantee the quality of our services
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We warmly welcome you to report any questions or issues via the Portal Customer
Service.
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To facilitate issue tracking and improvement
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eed help? Here's how to report a problem.

v l\b;; sho ™ YT l\_; = u'(jD £? Fac ¥ can ¥ rE - X -+
<« c 25 portalxyzu.edu.tw/PortalSocialVB/FMain/DefaultPage.aspx?... 3% B
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Quick Links

- vl

Budgets & My Courses
Accounting
Activity Sign- Computer 2026.01.02 [EFHE] 15LRA=E »
up Programming(l)
My Library Computer_ 20251230 [E#EE] HFxS=
Programming
Course Lab.(1)
Schedule . .
Seminar on 19 Overview of feedback on your final
Mentor&M Research presentations: SEMARHIEFEESE
entee Care Projects(lll) 5
Sysem ams
Documentation
System My Department
Student
Research Department of  2025.12.23 EER{F  SXEEHEZEIHEMZESR »
Assistant Information BEES)
Application Communication

Review System @
Affiliated Pages

Seminar on
Research
Projects(Ill) 2026.01.13 Climate at a Tipping Point Film >
Library Festival — Visual Climate Education
R - s ERENPE - $0s1121234 - Computer Teacher Training Workshop.
8 AHEFER EOY (MERN—TUNAR) - 0 Programming(l)
H123456789@Yz2u -
Computer 2 «
HREA : RASABOSUTEE - Programming > RIFERESE
RS  MERREEES(NNG) - SWRAS 2321 - Lab.(l)

ERTENES ﬁﬁﬁﬁﬁﬁ
Department of ﬂﬁﬂgﬁ If'ﬁiﬁ

Information

Communication 202629 @
9:00-12:00

Office of
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Issue Log (*Required Fields)
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% 1If the owner is required to be present when maintenance personnel go, please indicate otherwise
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ER BRI
2025/10/8 06:13

HERE

Processing

EREH

2025/10/15 13:30

Completed

2025/10/21 11:42

2025/7/29 06:12

Completed

2025/8/13 18:29

Dormitery Network|

2024/12/30 14:53

Completed

2024/12/31 11:28

or Information

2024/10/25 08:56

Completed

2024/10/28 08:33

2024/10/1 08:19

Completed

2024/10/1 09:05

2024/3/20 16:34

Completed

2024/3/21 10:02

2024/3/18 16:56

Completed

2024/3/19 10:09

2024/3/1 10:11

Completed

2024/3/4 08:56

2024/1/29 13:14

Completed

2024/2/7 17:03

2023/12/25 13:10

Completed

2023/12/25 15:01

2023/12/5 07-40

Completed

2023/12/5 08:41

2023/12/5 07:37

Completed

2023/12/5 09:37

2023/10/25 15:58

Completed

2023/10/26 09:05

2023/9/13 07:17

Completed

2023/9/13 0743

2023/3/24 09-26

Completed

2023/3/24 13:40

2022/11/29 13:31

Completed

2022/11/29 16:54

2022/11/16 16:22

Completed

2022/11/17 10:36

2022/6/5 16:50

Completed

2022/6/8 08:48

2022/1/17 10:06

Completed

2022/1/19 10:13

2021/12/29 15:39

Completed

2021/12/30 1522

2020/8/12 11:44

Completed

2020/8/12 13:41

2020/3/26 08:19

Completed

2020/3/26 0941
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Common Information Security Precautions
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I BT A ISMS

Our university has been progressively adopting the Information Security
Management System (ISMS) across all departments and units.
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We kindly ask all teachers to assist with the inventory
of equipment, personnel, software, and services.
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You can find detailed information and service
guides on our official website.

= ‘/@\w g- ﬂﬂﬁﬁﬁ Home News Campus Network ~
=2 Office of Libary.

irary and Infomation Senvices

Mail Services ¥  Andillary Services v About v
BE BWHE  EREREv  BERE v BBEP v EER2 v RMREM v ﬁﬁlﬁ«sgﬁ

lerary& - e o Library & Information Services
Information |

Services

~—

) o

Campus Network

— ‘ [ (~d C N k ~ SSLVEN ~ DNS Mail Services
& - ampus Network ~ =
0 : ~E & i : Webmail
HARR{EFE Br—ioE LA N ES BEBF
RN Webmail Microsoft % 3§

Microsoft TeamsfE R
SSL VPNAE#HE 12 EE-mail 32 18RS A0k 174 B

RN =ER

REAL O &

i . Ancillary Services
Campus Licensed Software ~ ServiceHub

Facilities » Teaching & Learning

2026.07.08 17
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Please contact your department's technical personnel to set up the assigned IP for
wired network nodes.
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Due to the variety of mobile phone models, if connection issues cannot be resolved

following the online instructions, please feel free to contact Information center.

2026.07.08
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SSL VPN

GlobalProtect

#5305 %( GlobalProtect

LR g

l sshvpn.yzu.edu.tw|

Windows SSL VPN
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Home

News Campus Network v Mail Services v Ancillary Services v About v Siten\apm

About SSL-VPN Services

« Due to nformation security, some YZU resources are limited to access via YZU network domain, e.g.. the electronic journals, the

administrative system, licensed software, and so on. For users to access these resources outside campus, IS provides the SSL VPN
service
+ SSL VPN supports the following devices currently
For computer and notebook (Windows, Mac, and Linux), users must install the software “Pulse Secure” first

For mobile device (i0S and Android), users must install the “Pulse Secure™ APP first

+ Target Users! - For users who are faculty, staff or students of YZU

How to use

+ Download and install the “Pulse Secure” connection program. Please note that there are 32-bit / 64-bit versions of this program
+ Add a new connection setting and cnter https-//sshvpn.yzu.edu tw/ for the server URL. Log in to the VPN service using your YZU

portal account and password

Android VPN Mac/iPhone/iPad VPN

pu—y

Please use VPN for accessing important campus services.

2026.07.08
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If a2 website is set up for some purposes and requires external access, an application
must be submitted.
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Feel free to use the Portal for attendance.

2026.07.08
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Where is the student

BR2EEXHIE

EEEE(EERRE) (2

BEE ®¥5 L88 BIE
) =Y i) ER ETIRSR b= GPS_PEER

APPE 202569 5 06 2025-089- andro (24.969559,121.266273)
k3] 15 & 15T13:12:56.297 id HHE
APPE 202500 07 2025-89- andro (24.96826,121.266838)
k3 15 & 15T14:14:46.81 id HE

RIES v 9 24°58104'N121°15586"E- X+

¢« > C % google.com/maps/place/24°58'10.4"N+121°15'58.6"E/@24.969559,121.266273,514m/... @ [ & 3

=  24°58"0.4"N 121°15'58.6"E Q X Y sEE L #Erss I B AFES

yane176;Huakang St.!

24°58'10.4"N 121°15'58.6"E

24.969559, 121.266273
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YZU AP P Please make sure to install it for event check-in.

11:30

0060

BmE  EE&E  GFE  ANEN YZU APP

ZRRRE &) R MEHE \

— FaAS  [on e e
g 7= 6-3 - :

YUAN ZE UNIVERSITY
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Setting - Language K \

Language switching:


https://www.yzu.edu.tw/admin/is/index.php/en-us/ancillary-services/yzuapp-2

All incoming external emails will be marked with [external].

The school's email firewall uses Al to filter suspicious messages.

The Ministry of Education conducts social engineering drills annually.
Please participate and comply with the training requirements.

¥ oA P

SNRAE B = IEE [external]

ARAE B KRG e DI TR 2 A S 4
FEAEE g T A T2 /ESR

25 2NN e 208 ol SRR &
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SIS (B D TTiE)

#H51E GsmenyE  BSE NS ERES
PR E
=Rl -l
LHE EEE
T #i: 841 Mbps T 180 Mbps
_Ef8: 482 Mbps _Ef#: 512 Mbps

BIEEE: 2026/1/15 TH1:42:05 BIEEE: 2026/1/15 TF2:06:33

= 3]
el
N SEEPT L1280 Mbps L 214 Mbps IF E 2B L826Mbps L 2.8Mbps CSET% L141Mbps X 3.7Mbps IMEZE®E% £86Mbps I 1.1Mbps
TERE () LAns THRE () LANE TERE () LERE THRE O Lens
bps — 381 Mbps — 33 Mbps = 11 Mbps —
bps 29 Mbps N 10 Mbps
286 Mb)
ops " 24 Mops 8 Mbps
bps E 191M0ps H] lfm::z | E omops
” ~ 95 Mbps - 10 Mbps . y 4 Mbps
i e e D smeps = e 2 Mops
_
bps 0bps 0bps 0bps
14:07 14:08 14:09 1410 1407 1408 14:09 14:10 1407 14:08 1409 1410 14:07 14:08 14:09 14:10
] w50 ] ]
ICEEZ X 15Mbps L 859.2Kbps IEM T&% &L21.6Mbps & 4.1 Mbps ME #ti % L 112Mbps L 1.9 Mbps CH{b#t#% &36.1Mbps X 1.8Mbps
TERE O) LARE TERE O AR TERE () LERE FHRE O Lens
ws — 38 Mbp: — 124 Mbps — 76 Mbps —
114 Mbps.
s 20 Mbp: 95 Mbps 57 Mbps
ws
= 19 Mbp: 2] 76 Mops B 35 mbps

s % 57 Mbps S

N 10 Mbp: 38 Mbps 19 Mbps
»ps w = S

19 Mbps
\ s \'_/ 0o, obps 0 b
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If the Network Center or the school's firewall detects a potential issue, it will
preemptively block it and notify the device or account administrator."

2026.07.08

26



E{FERIRAISAC-216545

g?ﬁ'ﬁﬁﬁ NTUSOC-105-202601-ntuasoc-20260115-132701 REREERS 2026-01-15 13:45:14

EFRE | ARHER |
HEETES LI T AR [140.138.155.216] E AL T RE U EES (PUA-OTHER Cryptocurrency Miner outbound connection
attempt)

[R 42 88:PUA-OTHER Cryptocurrency Miner outbound connection attempt, A ST RIAEL £ 4 f5TRI 2 325RIP(140.138.155.216) » B E &L
EffEE |[ERENEETA - HERIP(179.43.139.80581TET - RIS | 2026-01-15 13:26:58 - IEE 3R PORT(57748) » BR
PORT(80) =

=FES

FEEF

HEEERAENT | 18R OREETHEEERAIP(F ASMNMEE Sitabuseipdbaivirustotal BT A HIPREE) 25T SRITEIE
BB EESATH - CCURLERERFEESRE MR - MlRERET AR ¥R Aviustotal » viruscheckagimalwarebytes¥ T &)
HREEN || >>Windows OSUUTFERSRZEEREFRERTCPViewI ] >>Linux OS{ERATOPISS 3R LIEHREETFRIMAGRISAE
PEF AERZEANRMERERETRE SEIIRANREASDHRER c BRI RANEZARES TS EEMEEREM-ERENRIE
LHIEEANERZERAARY) VEFEMEEEREHIERERE  RRTHESTH

STEH 1P:140.138.155.216

MREHILESHATARENE R LEETIEE - SEERMEE -

HEHEEERES/E

#A4k : https://info.cert.tanet.edu.tw/
HERTERT ¢ 07-5250211

#AREERE 1 98400000

E-Mail ! service@cert.tanet.edu.tw

2 AR NS
/ﬁi{ JILERE g ~

N7, e
Z 1IN

g TR
EAGTAgES 2R (= Al ~ 2R o

Commercial activities, cryptocurrency mining, and similar actions are prohibited on
the academic network.
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A gentle reminder
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SRLEE 7272 2\ 3& " SRLE &5
DR ZA B R RE S T Strong Password Management

)

o [EHREMS - 2/ 8F I w » A AN/ NEFEE ~ BT R IR R -
Use complex passwords with more than 8 characters.

o MEREEMEEFEES - REHEINR P S e i

Create unique passwords for each system or platform.

o EHAFHARNS - 57Al e IR DI NAET -
Regularly update your passwords, especially if a potential breach is
suspected.

o (5 AR T T EL B B SRS BT -

Utilize password management tools to enhance efficiency.

Notification for Mandatory change of personal password

29


https://www.yzu.edu.tw/admin/is/index.php/tw/improveinformationsecurity/ispromote/113passwordpolicy

SN EE I BZ 5| Phishing Attack Prevention

. ﬂ%m%ﬂ%g ARV EGEREAVE R - e BB R A4 F A EEHE HR AV S
Be vigilant about suspicious emails or messages.

-K%%K%M@ﬁYFWW@ %wﬁﬁkﬁﬁméTﬁ illbviaz
&EA R TREYER K -

o not click on unknown links or download attachments.

-@ﬂ%%%EW%KWLﬁbMﬂ#Y%%

Use antivirus software and flrewalls to filter malicious emails or websites.

o BEBERE IR BUEGE KAV E B -
Verify the authenticity of sen5|t|ve requests through official school
channels.

HRTEEHEE



https://www.yzu.edu.tw/admin/is/index.php/tw/improveinformationsecurity/announcement/socialengineering

%?*%{%égﬁ\f fﬁf;\ Data Protection & Data Backup

o NEARGEEERECEIURUEEGE -
Avoid discussing or accessing sensitive data in public places.
. ERHERTT > DiIEREEFE -
Encrypt stored data to prevent unauthorized access. |
o SERY EEL RS - RS IEALE - B4 R R4
ERESREERR (A () BEERE
Regularly back up important files and test backup usability.
o TEHFAEm R EGREIEEZER -
Regularly test backup data to ensure it can be properly restored.

Think Before You Share

31


https://youtu.be/MjPpG2e71Ec?si=qGFa9rbclsCzdCkw

N FEAE RS JE i Risks of Public Networks

\ . . o
o HERAENIE Wi-Fi §EES N EHEmEUE &R - e

Avoid performing sensitive operations on public Wi-Fi. YZU
o [ VPN (REEEHR EImAfZHZ 2% -

Use VPNs to secure network connections. b

o Mt SR PRI B UG REE AT RS -

Disable automatic connections to unknown networks.

o [orl Pt HENZELRIIAE -

Disable the automatic connection feature on your device. [steyzedn

#13(1%2% GlobalProtect

Hizg

P Aavd

Campus Wireless Network SSL VPN



https://www.yzu.edu.tw/admin/is/index.php/en-us/campusnetwork/campuswirelessnetwork
https://www.yzu.edu.tw/admin/is/index.php/en-us/campusnetwork/ssl-vpn

AB%%A{%E% Personal Privacy Protection

e BR RS EPERIE N S AV Az -

Control the exposure of personal information on social media.
s B NZBRREIRE L2 -

Enable multi-factor authentication to secure accounts.
AT A 2 S i AfE &R} -

Avoid entering personal data on insecure websites.

33



M EIEFRZEELTR Campus Information Security Policies

o MEARNESTIEE N IR -

Understand and comply with campus information security regulations.
o TEHZBIRNER L EREIEEE -

Participate in regular on-campus information security training and drills.
o TEEE ]IV BT

Eroactively report suspicious security incidents or behavior.




Why | choose not to deliberately
beautity or generate this
presentation



Sustainable Media Design

o practice of creating media content and design solutions that minimize
environmental impact, promote resource efficiency, and support long-
term ecological balance. It involves:

o

o

o

o

Using eco-friendly materials and processes in media production.
Reducing energy consumption in digital and physical media.

Designing for durability, reusability, and recyclability.

Considering social and cultural sustainability in communication strategies.



IS Support Teams

e NN N T

Office of Library
and Information
Service

(03)463-8800 #2327
E-mail :

Section of |

Network and
Media

(03)463-8800 #2325
E-mail :

AN /

Campus network
Email servers
Computer Classroom
YZU homepage

YZU E-mail

<
s TN OH

Section of YZU Library
System
Reference Desk
Development (03)463-8800 #2321 -
2322
(03)463-8800 #3110 E-mail -

E-mail :

. RN Y

Administrative Information
System

YZU Portal .
o0 AP, YZU Library

2026.07.08 37


https://www.yzu.edu.tw/index.php/en-us/2016-01-03-17-48-35
https://www.yzu.edu.tw/library/index.php/en-us/
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Once again, a warm welcome to everyone.

2026.07.08
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