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Abstract

Recently, several ID-based authenticated group
key agreement (AGKA) crytosystems based on
bilinear pairings have been proposed. It is an
increasingly active research area because of the
simplicity of the public key management and the
efficiency. However most of the group key agreement
protocols  have the security and performance
weakness. In this paper, we propose an authenticated
group key agreement protocol with perfect forward
secrecy that requires only one round without
verifying signatures. We show that our scheme
satisfies all known security requirements, and
therefore it is more secure and efficient than other
protocols.

1. Introduction

Group key agreement protocols allow two or
more parties to agree on a common group key and
exchange information among themselves over an
insecure channel. A key agreement which provides
mutual key authentication among parties is called an
authenticated key agreement (AKA). The
authenticated group key agreement (AGKA) protocol
applications  proliferate  in  many modern
collaborative and distributed environments. As a
consequence, the design of a secure and efficient
protocol for group key agreement has received much
attention as significant research area.

In 2000, Joux [1] presented a tripartite key
agreement protocol based on parings over the elliptic
curves, but this scheme suffers from the
man-in-the-middle attack because it does not
authenticate the communicating parties. Barua et al.
[2] attempted to extend Joux’s tripartite protocol to
an ID-based AGKA (ID-AGKA) protocol, but their
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scheme requires (log, 77) rounds. Recently, Choi

et al.[3] and Du et al. [4] proposed two ID-AGKA
protocols from bilinear pairings and BD [5] schemes.
However, Zhang and Chen [6] showed an
impersonation attack on these two protocols. To
prevent such an attack, they suggest adding a time
parameter to the message being signed. However,
SHIM [7] showed that the protocol is still insecure
against insider colluding attacks. In 2006, Lin et al.
[8] proposed a multiparty key agreement protocol,
but their protocol has disadvantages in number of
rounds, pairing-computation and communication
bandwidth.

In this paper we shall propose an ID-AGKA
protocol which provides authentication without
verifying the signatures. Furthermore, our protocol
provides perfect forward secrecy and requires only
one round, therefore it is more secure and efficient
than other known ones.

The rest of this paper is organized as follows. We
define the security attributes for an AGKA protocol
in section 2. Section 3 introduces the basic concepts
of bilinear pairings, the modified ID-PKI with
system setup and key extraction. Section 4 proposes
our ID-AGKA protocol. The protocol analysis is
then proposed in section 5. Finally we give a
conclusion in section 6.

2. Security attributes

A secure authenticated group key agreement
protocol is desired to have the following attributes
[9][107:

Implicit Key Authentication: An n-party key
agreement  protocol  provides implicit key
authentication if each member in the set of protocol
parties is assured that no party outside the set can
learn the group secret key.

Perfect Forward Secrecy: A protocol is said to have



perfect forward secrecy if compromise of long-term
keys of all the participating users does not
compromise past session keys.

Known Session Key Security: Resistance to known
session key security is the property that each run
produces a different session key and compromise of
past session keys does not allow compromise of
future session keys.

Key-Compromise Impersonation: When A’s
private key is compromised, it may be desirable that
this event does not enable an adversary to
impersonate other entities to A4.

Unknown Key-Share: In an unknown key-share
attack, an adversary convinces a group of entities
that they share a key with the adversary, whereas in
fact the key is shared between the group and another
party.

No Key Control: It should not be possible for any of
the participants or an adversary to force the session
key to a pre-selected value or predict the value of the
session key.

3. ID-based public key infrastructure
with pairing

In this section, we briefly describe the concepts of
bilinear pairings and discrete logarithm problem.
Then we modify the ID-PKI with new system setup
and key extraction algorithms.

3.1 Bilinear pairings and DL problem

Let G, be a cyclic additive group generated by

P, whose order is a prime g, and G,be a cyclic

multiplicative group of the same order q. We assume
that the discrete logarithm problems (DLP) in both

G, and G, are hard. Let e: G, XG, = G, be
a pairing which satisfies the following conditions:

1. Bilinear: e(P, +P,,0) =e(P,0)-e(P,,0)
and  e(P,0,+0,)=e(P,0,) e(P,0,) or
e(aP,bQ) = e(P,0)" .

2. Non-degenerate: There exists P, € G, such
that e(P,Q) #1.

3. Computability: There is an efficient algorithm to

compute e(P,Q)forall P,Q€ G,.

We note that the Weil [13] and Tate [23] pairings
associated with supersingular elliptic curves or
abelian varieties can be modified to create such
bilinear maps.

Discrete Logarithm Problem (DLP): Given two
group elements P and Q, find an integer n, such that
Q = nP whenever such an integer exists.

We assume through this paper that DLP is
intractable, which means there is no polynomial time

algorithm to solve DLP with non-negligible
probability.

In practice, G, will be the point group on an
elliptic curve or the Jocobian group of a hyperelliptic
curve over finite field, and G2 will denote a
subgroup of the multiplicative group of a finite field.

3.2 Modified ID-PKI

We consider the scenario where there is a key
generation center (KGC) to setup the system
parameters and extract the users’ private keys. The
basic operations consist of system setup and private
key extraction. The KGC runs Bilinear
Diffie-Hellman  (BDH) parameter generator to

generate two groups G,,G, and a bilinear pairing
e:G, XG, = G,, which we described above. P

*

is the generator of G,, H,:{0,}" — Z,is a

cryptographic hash function , H, :G, = Gq ,

H, :G, — G are other two hash functions.
System Setup: KGC chooses a random number

s € Z; as the KGC’s private key. P, =sP is

pub

the KGC’s public key. Then the KGC publishes
system parameters

<q,G,,G,,e,P,P

pub >

H,H, H,>
Key Extraction: A user submits his identity
information [D;, to KGC. KGC

I.=H,(ID,)(1<i<n) and user’s public and
Q= +s)P
S.=(I,+s)"' P. Then KGC sends this key pair to
theuser U, (1<i<n) securely.

computes

private key pair:

4. Proposed ID-AGKA protocol

In this section, we generate the pair-wise key first
which is used to compute the group session key
afterward, then present our ID-based one round
authenticated group key agreement protocol
enlightened by the modified ID-based public key
infrastructure described in section 3.

Let U,,U,,---,U, be the users who are going
to agree to a session key and each has a unique
identifier /D, (1 <i < n). With the ID-based public

key infrastructure, each entity U, (1 <i < n) has

its long-term public and private key pair (Q,, S, ).

4.1 Pair—wise key agreement protocol



A pair-wise key agreement protocol allows two
parties to establish their session keys and use the
keys to encrypt the communications between them.
Besides, the pair-wise keys will be used to assist in
computing our secure ID-AGKA Protocol in section
4.2

In order to provide perfect forward secrecy, we
use the modified McCullagh and Barreto scheme [11]
to generate our pair-wise keys as follows:

Each user U, (1<i<n) randomly chooses

his ephemeral key X, € Z; ,

Xi,j = ‘xi (I/P+ Ppub)
sends X, ; totheuser U, (1< j<n,j#1i).
After exchange the ephemeral values, all users

can compute their pair—wise keys:

K, =e(P,P)" -&(X,;,S)+e(X,;,8,)"

=&(P,P)"" +&(P,P)" (1<i,j<n,i#j)

The above pair-wise key agreement protocol
satisfies the following security properties: known
session key security, no key-compromise
impersonation, perfect forward secrecy, no unknown
key-share, no key control.

computes

(1<j<n,j#i) and

Jok?

4.2 ID-AGKA protocol

In this section, we present our ID-AGKA
protocol as follows:
Round 1:

1. Each user U, (1<i<n) randomly chooses
two ephemeral keys a,,L, € Z ;.

2. Each user U, computes T,

(1<j<n,j#i).

3. Each user U, constructs a polynomial with

=49,

degree n-1 as

B.(x)= bile”’l +b, X" b, x+1L,

(,H Q)
(n+j,Hy(K, ;) , 1<j<n,j#i and
(0,L,).

4. Each wuser U,
U,A<j<sn,j#i).

Group Key Computation:

1. Upon the receipt of T,, (1<i<n,i# j)

passing points

sends 7, to the user

from other users, each user U; (1< j<n)

uses the pair-wise session keys K to

Jii
recover keys L, (1<i<m,i#j) by

computing polynomial B, (x) of degree n-1

that passes points

(J,H,(0)))
I<j<nj#i , and
(n+j,Hy(K,,;)), then gets L, =B,(0).

(Note that each user can compute L, without the

point

need for any prior message exchange).

2. After recovering all the keys L.

1

(1<i<n,i#j), each user U, calculates

L=L+L,+--+L, , and then computes
the group session key:

SK =SK,; =éa;0, + iTi,/‘ ,LS))
i=1
i#j
— é(Ql , Sj )(al+a2+-~-+a” )L
— é(P, P)(al+a2+-~-+a”)L

5. Protocol analysis

In this section, we provide security analysis for
our proposed ID-AGKA protocol and then analyze
its performance.

5.1 Security analysis

In this section, we analyze the security attributes
depicted in section 2 for the proposed ID-AGKA
protocol.

Implicit Key Authentication: The group session
key is computed by each user’s ephemeral and
long-term private keys. So, the users are assured that
no other users except the partners who have the
private keys can learn the group session key.

Known Session Key Security: Each run of the
protocol computes a unique session key which

depends on the ephemeral private keys @, and
L (1<i<n).

Perfect Forward Secrecy: Suppose an adversary
compromises two or more users’ long-term private
keys S, (1<i<n) .Given the

T, =a,0 (1< k<n,k#1i), he can compute

messages

n > a
é( D.T,,.S,)=2e(P,P)****  and from the

1<k<n, k#i

message T, =a,0,(1<i,j<n,i# j), he can

compute &(7; ;,S ;) =e(P,P)" So the adversary

can compute &(P,P) et )

. However, he
cannot compute L without the pair—wise session key
K., (1< j,i<n,j#1i). Therefore, the adversary

cannot compute the group session key. In other



words, our forward
secrecy.

No Key-compromise Impersonation: Suppose that
U.'s long-term private key S,(1<i<mn) is

protocol provides perfect

disclosed. An adversary E wants to masquerade as
the U ; to all other users. E can choose ephemeral

key a;, compute T, and send it to the user U, .

But he cannot compute the SK, without U,'s

ephemeral keys @, and pair-wise keys K

i,j
1<j<n,j#i) tocompute L. In the meantime,
J J

protocol is determined by all members, so that
neither party alone can control the outcome of the
session key. No one can restrict it to lie in some
predetermined value.

5.2 Performance analysis

We compare our ID-AGKA protocol with three
other protocols, Barua’s ID-AGKA [2], Du’s
ID-AGKA [4], and Lin’s protocol [8] in terms of
communication and computation costs.

We use notations as follows:

- Round: The total number of rounds.

E cannot compute the SK ; without knowing ) Scalgr: . The total - number of  scalar
. multiplications.
U,'s long-term private key S ;. ( namely computing kP, where P € G)).
No Unknown Key-share: This attack hardly works - Pairings: The total number of pairing
unless the adversary learns the private key of some computations.
entity. - Bandwidth: The total number of messages sent
No Key Control: The group session key in the by users.
Table 1. Comparison of AGKA protocols
Protocol Round Scalar Pairings Bandwidth
Barua’s ID-AGKA [2] | [logsn| | <9(m—1) | <5n[log,n|+3 | <sn(n-1)
Du’s ID-AGKA [4] 2 n(n+5) 4n 3(n-1)
Lin’s AGKA [8] 2 n 2n 2n
Our ID-AGKA 1 n’ n n-1

As shown in Table 1, our protocol has better
performance than the other protocols. Because
pairing is a very heavy operation compared with the
point scalar, exponentiation and hash operations,
even if our protocol needs a little more scalar
multiplications, our protocol has absolute advantages
in number of rounds, pairing-computation and
communication bandwidth compared with Barua’s ,
Du’s and Lin’s protocols.

6. Conclusion

We have proposed a secure, efficient and scalable
ID-based one round authenticated group key
agreement protocol using bilinear pairings. Our
protocol focuses on round, bandwidth efficiency and
provides perfect forward secrecy. The proposed
scheme improves on the security and performance of
previously known AGKA protocols.
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